IEA Wind TEM#116 on Cyber Security for Wind Energy Systems

October 14, 2025, Richardson, TX

Tentative Agenda

Prior to the TEM

Online Survey:
A survey conducted in two rounds will seek to gather initial data on attendee opinion on state of the art
and priorities for research. This data will be collected and presented in the first plenary talk, as well as
an overview of the state of the art. These results can also serve as the default response when there is
high degree of consensus, such that small group focus can be limited to areas where more discussion is
needed to refine the status.

Tuesday, October 14, 2025

Time Topic Presenter
8:00 AM | Welcome and meeting overview
8:15 AM | Participant Introductions
8:30 AM | IEA Wind TCP and Task 11 Sébastien Daviet, IEA Wind
8:45 AM | Presentation 1: Cyber Threats to Wind Energy Meg Egan, Idaho National
Lab
9:00 AM | Presentation 2: U.S. Roadmap for Wind Cybersecurity — Jake Gentle, Idaho National
Successes and Remaining Requirements Lab
9:40 AM | Presentation 3: Overview of Threats, Regulations, and Polytimi Spyropoulou, Wind
Priorities for European Wind Energy Europe
10:10 AM | Break
10:20 AM | Presentation 4: Software Supply Chain Security for the Tatiana Galibus, Sirris
Wind Energy Systems
10:35 AM | Presentation 5: Joint Industry Project for OT Cyber Lasse André Lundstad, DNV
Security in Offshore Wind
10:50 AM | Presentation 6/7: Wind Energy Cybersecurity Research Venkatesh
Advancements and Programs Venkataramanan, National
e Intrusion Detection System for Wind Energy Renewable Energy Lab,
e Towards Resilient Wind Turbine Systems: Hamed Badihi,
Detection, Identification, and Mitigation of Cyber | Tampere University
Attacks
11:30 AM | Short break and division in breakout sessions
11:45 AM | Breakout Session 1: Current Challenges and Gaps in Small groups
Wind Energy Cybersecurity
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Discussion of state of the current start in small groups. Groups
divided by sub-topic and will elaborate on or challenge the state
of the art findings from the questionnaire, initial talks.

12:30 PM | Results presentation & discussion All
12:45 PM | Lunch break

1:15 PM | Presentation 8: Cybersecurity Initiatives in the IEA Wind Charles MaGill, National
Technology Collaboration Programs: IEA Wind Task 43 Renewable Energy Lab
and TEM #116

1:30 PM | Breakout session 2: Knowledge Gaps and Disagreement | Small groups
Building on the questionnaire and breakout session 1, and using
the same groups, discussion focuses on where is there
knowledge gaps, disagreement, unknowns or need for more
data?

2:15 PM | Results presentation & discussion All

2:30 PM | Break

2:45 PM | Full group open discussion: Research Needs and All
Opportunities Identification
Where do we need research? How should we prioritize
research?

4:00 PM | Break

4:15 PM | Collect main points & identify follow-up responsibilities | All

4:45 PM | Wrap up

5:00 PM | Event close
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